3GPP TSG SA WG3 (Security) Meeting #93
S3-183548
12-16 November 2018, Spokane(US)
revision of S3-18xabc
Source:
Nokia, Nokia Shanghai Bell
Title:
Telescopic FQDN for callback URIs
Document for:
Discussion and agreement
Agenda Item:
7.1.13.1
1
Decision/action requested

SA3 is kindly asked to discuss the issue and agree on the way forward mentioned in clause 4
2
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3
Rationale
SA3 has already discussed the need to convert target NF FQDNs in the inter-PLMN NF Discovery Response to telescopic FQDNs at the consumer SEPP (cSEPP). This will enable TLS to be established between the NF Service Consumer, that issued the NF Discover Request, and the local SEPP (cSEPP) within the PLMN.

There are two other scenarios where telescopic FQDNs is required to establish TLS between the producer SEPP (pSEPP) and the NF Service Producer. 

a. NF Service Producer sending Notification messages to the callback URI provided by the NF Service Consumer during Subscription.

b. V-SMF providing a V-SMF URI (callback URI) to H-SMF during the PDU Session establishment, which is then used by H-SMF to send Notifications etc.

This paper covers the first scenario of Subscription and Notification between NF service consumer and NF service producer.
Background

CT4 has defined example message flows for Subscription and Notification.

Subscribe/Notify communication between 5GC NFs can be used to keep involved NFs (consumers of a service) informed of data changes or events that occur at another NF (producer of the service). When the change/event occurs at the service producer NF, notifications are sent from the service producer NF to the service consumer NFs. In the inter-PLMN scenario, the notifications are sent over the N32 interface.

During the explicit subscription the service consumer NF (client) provides a callback URI to the service producer NF (server). When the data-change/event occurs, the service producer NF (taking the role of an HTTP client) uses the provided callback URI to notify the service consumer NF (taking the role of an HTTP server) about the change.

The following flow depicts how the NF service consumer subscribes to a notification from a NF service producer in 5G Service based architecture (see 3GPP TS 29.501).
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Figure 1 – Subscription message initiated by the NF service consumer

In step 1 of Figure 1, the payload body of the POST request contains a callback URI. This is used by the NF service producer to send Notifications to the NF service consumer.
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Figure 2 – Notification message initiated by the NF service producer

In step 1, the callback URI, which was provided by the NF service consumer in Figure 2, is used as the Request URI in the Notification message. 

NOTE: The callback URI may also be alternatively obtained from implicit subscription e.g. via the NRF.
4
Way forward
Telescopic FQDNs are required on both producer and consumer sides of the service interaction. It is proposed that SA3 specify in TS 33.501 the following:

a) Specify how telescopic FQDNs are created in SEPP

b) Scenarios where this feature is applicable
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